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Windows Server 2019 Standard

Operating System Installation Guide

ﬁ Attentions:
°

This guideline is only applicable to closed network node operating system.
® Beforeinstallation, please read relevant user manual and observe safety notices.

® Please refer to the computer user manual for specific instructions or log on the
website of the computer supplier to obtain relevant information.

Section 1 Flow for Installation of Windows 2019

The operation system is named Windows Server 2019 in this guide; the flow for installation is
shown in Figure 1-1.

Installation of Windows Server 2019

Create logic partitions for hard disk

Install drives

System optimization and properties
settings

System purification

Install the browser

Check I

Figure 1-1 Flow for installation of Windows
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Section 2 Installation of Windows 2019

Applicable operating system of this guide is Windows Server 2019 Standard-English-64Bit OS, the
installation steps are as follows.

1.

1)

2)

3)

Boot up the PC with the installation disk of Windows Server 2019.

Boot up the PC and set disc as boot disc. Insert the installation disk of Windows Server

2019 into CD-ROM, and then enter into the Windows Server 2019 setting interface.
Choose the installation language.

® Language to install: English (United States)

® Time and currency format: English (United States)

® Keyboard or input method: US

Activation of operation system.

If you have product key, input the key in pop-up interface to finish the activation of

operation system.

Choose installation operation system.

Windows Server 2019 Standard (Desktop Experience).
Accept the license terms.

Choose installation mode.

Select “Custom: Install Windows Only (advanced)”.
Create system disk partition.

Click delete on disk partition interface to delete all the original system disk partition on
disk partition interface.

Click Driver options (advanced), select the disk partition then click New on disk partition
interface to create a new system disk partition of 60G, the conditions of other system disk
partition are shown in Table 3-1.

Then it starts to install Windows Server 2019 up to end.
Set password of system administrator.
After installing Windows Server 2019 operation system, the system will pop up the dialog

box of custom settings, in which you can set password of Administrator account and get

the tip “Your password has been changed successfully”. Then, you can enter Windows
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Server 2019 operation system. The password should contain a mix of uppercase and
lowercase letters, along with at least one number, otherwise the operation of changing

password will be failed.

Change the name of computer.

After opening operation system, please select [Start\ Control Panel\ System and Security\
System] and click “Change Settings” in the “Computer Name, Region and Working Group
Settings” interface to open the interface of system property.

Click “Change” in the tab “Computer Name” to pop up the interface shown as Figure 2-1
and input “DATASERVER” as computer name. The click “OK” and restart the computer

according to the tip information.

Computer Name/Domain Changes x
You can change the name and the membership of this

computer. Changes might affect access to netwark resources.

Computer name:
DATASERVER

Full computer name:
DATASERVER

Member of
() Domain:

(®) Workgroup:
WORKGROUP

QK Cancel

Figure 2-1 Computer name
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Section 3 Create Logic Partitions for Hard Disk

Click the icon of Search in bottom left corner, entering “Computer Management” in Search and
Computer Management interface will pop up, in which click Disk Management below Storage, and
then the condition of system disk partition will be shown in the right column.

Firstly, change CD-ROM to Disk G. Secondly, then select right-click menu “New Simple Volume...’

3

at the unallocated disk to divide the disk into disk D, disk E and disk F. Partition standards are as

follows.

Table 3-1 List of disk partitions

Hard disk Disk Local Disk C Local Disk D Local Disk E Local Disk F Local Disk
space icon (system disk) | (data disk) (backup disk) | (own disk) G
Format NTFS NTFS NTFS NTFS
2160G CD-ROM
Capacity | 102400MB The rest 20480MB 20480MB

Application guideline of each partition is as follows:

Operating system and Supervision software are to be installed on Disk C.
Disk D is to be used to store supervision running data.

Disk E is to be used to backup setup programs, engineering configurations and
drivers .etc.

Disk F is to be used to store process database file (history trend, alarm record, report etc.)
which is created by supervision software or other working files.

Tips:

® |f you want to re-install the operation system, you just need to format Disk C directly
and it is no necessary for logic partitions for hard disk over again.

® |If the overall hard disk has rich spare capacity, the capacity of C disk could be
expanded at discretion.
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Section 4 Install Drivers

Installation

In the light of host configuration, run the main board driver disc and the integrated components
driver disc provided by the host manufacturer, and install every component following hints of

installation wizard. Restart computer after finishing installation.

However, if you don’t know which drivers should be installed by referencing the wizard, please
select [Start\ Windows Administrative Tools\ Computer Management] and open the Device

Manager in Computer Management interface, it is shown as Figure 4-1, in which those

components without finding drive (marked with a yellow interrogation mark or exclamation mark)

need to be installed.

A Cormputer Managernent

File  Action  MWiew Help
o= rEHEE B

(A Computer Management {Local
v '[[’___!- Systern Toals
(5) Task Scheduler
4] Event Wiewer
| Shared Folders
el Local Users and Groups
i@l Performance
:.l.: Dewice Manager
== Storage

|I|;r

i Services and Applications

v & DATASERVER

% Batteries

[ Computer
o Disk drives
& Display adapters
- DWD/CD-ROM drives
o Floppy disk drives
! Floppy drive controllers
=5 IDE ATASATAP| controllers
= Keyboards
@ Fice and other pointing dewvices
[ Monitors
Iij-‘ Metwork adapters
Y Other devices
B Base Systern Device
H Portable Devices
= Print queues
] Processors
Gy Storage controllers
3 Systern dewvices
i Universal Serial Bus controllers

Actions
Device Manager

hdore Actions

Figure 4-1 Device Manager Interface
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Backup
Backup the corresponding drivers to disk E.
Check

There should be no item marked with yellow interrogation mark or exclamation mark in interface
Device manager after finishing the installation successfully.

Q Attention:

After finishing the installation of drivers, open the interface Program Uninstallation and
check if the software NVIDIA nView Desktop Manager (NVIDIA nView) has been installed. If
it has been installed, please forbid or uninstall it.
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Section 5 System  Optimization and Properties

Settings

ﬂ Attention:

The properties which are not mentioned remain default.

This chapter introduces how to set user accounts, display properties, taskbar and start menu, time,
language, system properties, firewall, services, network properties and so on.

5.1 User Accounts Settings

Change Password Policy

1. Select [Start\ Windows Administrative Tools\ Local Security Policy] to open the interface
of “Local Security Policy”, as shown in Figure 5-1.

T Local Security Palicy - O X
Eile  Action  View Help

e - EEE T

~

Fa Security Settings Palicy Security Setting
v (4 Account Policies . .
i | Enfarce passward histary 0 passwords remembered
Password Polic .
& Y ] | Maximum passward age 42 days
4 Account Lockout Policy . -
| Minimum password age 0 days

4 Local Policies o N
| Minimum passward length 0 characters

assword must meet complexity requirements. Disabled

| Stare passwards using reversible encryption Disabled

| Windaows Defender Firewall with Advz

| Metwork List Manager Policies
| Public Key Paolicies
_ Software Restriction Palicies
| Application Contral Policies
,g IP Security Policies on Local Compute
| Advanced Audit Palicy Configuration

£ >

Figure 5-1 Local security policy interface

2. Click “Password Policy” below “Account Policies” and double-click “Password must meet
complexity requirements” on the right side of the interface to pop up the interface as
shown in Figure 5-2. Select “Disabled” in the tab “Local Security Setting”, then click
“Apply” and “OK”.
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Password must meet complexity requirements Properties ? >
Local Security Setting  Explain

j. Password must meet complexity requirements

() Enabled

Cancel Aoply

Figure 5-2 Password must meet complexity requirements interface

Administrator Account Setting

1. Select [Start\ Windows Administrative Tools\ Computer Management] to open he
interface of computer management. Select “Users” below “Local Users and Groups”, the
user interface shown as Figure 5-3.
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A Computer Management

Eile  Action View Help

| 2E =2 HE

(A Camputer Management {Lacal
v '[[’._!; System Toals
(E—} Task Scheduler
2] Event Viewer
| Shared Falders
v & Local Users and Graups
| Users
| Groups
@E‘_i:l Performance
& Device Manager
w 25 Storage
1&& Windows Server Backug
=7 Disk Management
T Services and Applications

Mame
&:Aclministrator
&DE‘FHLIHA{CGLIH'C
&:leest

&, WDAGUtilityAccount

Figure 5-3 User interface

Full Marne

Description

Built-in account for administering th...
A user account managed by the syste...
Built-in account for guest access to t.

A user account managed and used b...

Double-click “Administrator”, pop up “Administrator Properties” interface. Select
“Password never expires” in “General” option page, and click “Apply” and “OK”.
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A

Administrator Properties 7 >
Remate contral Remote Desktop Services Profile Dialin
General Member Of Profile Environment Sessions
& Administrator
Full name:
Description: Built-in account for administering the
computer/damain

|ser must change password at next logon

[ ] User cannat change password

[+*]:Password never expires!
[ ] Account is disabled

Account is locked out

Cancel Apply Help

Figure 5-4 Deselect "Account is disabled"

Attentions:

® After deleting the user named Temp you must restart the computer (login as

Administrator) and then set all the properties as follows.

® As for the built-in users, which can’t be deleted such as DefaultAccount,
WDAGUtilityAccount and Guest, please check “The user has been forbidden” in the

properties interface and click “OK”.

Set Password for Administrator

1.

Right-click the account “Administrator” in User interface of Computer Management and

select “Set Password” in right-click menu, as shown in Figure 5-5.

10
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A Computer Management
File  Action View Help
e | sm XE = HE

2 gomputerManagement(Local Marne Full Mame Description
v [} System Tools

dministrator

0 Set P d...
@ Task Scheduler | DefaultAccount st by the syste...
2] Event Viewer -
2| Shared Falders &‘!GLIESt All Tasks ? [accesstol.
b~ P WDAGUtilityAccount and used b...
~ J Local Users and Groups Delete

| Users

= G Rename

| Groups
-:E’E‘::n Performance Properties
o Device Manager
. Help

v 23 Storage
E} Windows Server Backup
= Disk Management
T Services and Applications

Figure 5-5 Set password

2. Click “Continue” in pop-up tip interface, input the new password “supcondcs” in the
interface of “Set Password for Administrator(i & %%%)” and click “OK”.

Set Automatic Logon

1. Open “Run” interface by shortcut key “Windows + R”, then type command “control
userpasswords2” and click “OK”.

2. Deselect the item “Users must enter a user name and password to use this computer” in
pop-up “User Accounts” dialog box, as shown in Figure 5-6.

11
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ser &ccounts )4

Users  Advanced

Use the list below to grant or dery users access to your cormputer,
and to change passwords and other settings,

[ ]ilsers must enter a user narme and password to use this computer,

Users for this computer:

User Marne Group
A Administrator Administrators
B2 Guest Guests

Add... Eermowve Properties

Pazsword for Administrator

To change your password, press Ctrl-Alt-Del and select Change
Password,

Reset Password..,

Figure 5-6 Dialog box of User Accounts

3. Click “OK”, pop up the dialogue box shown as Figure 5-7, type the password and click
“OK”_

12
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Automatically sign in X

You can set up your computer so that users do not hawve to type a user
harre and password to sign in, To do this, specify a user thatwill be
autormatically signed in below:

User name: |.&dr‘ninistratn:|r |
Paszword: | T |
Caonfirm Password: | ITTITTT LY |

0] 4 Cancel

Figure 5-7 Set automatic logon

C? Tip:

Click “OK” or “Save” after modification every time.

5.2 Display Properties Settings

G, Tip:

The view mode of control panel is “Type”. If you choose other mode, the path of settings
may be different.

Set Windows Themes

Right click desktop, select “Personalize Themes” in the right-click menu and pop up the interface
shown as Figure 5-8.then click “Themes” and choose the theme “Windows”.

13
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Settings s - =
it cticme Themes
Find 2 setting J | Apply a theme

é Get more themes in Microsoft Store

Personalization

Background

&) Colars

[d Llock screen

Windows Windows 10 Flowers
I @ Themes 1images 5 images 6 Images
M Fonts
55 Start .
Related Settings
= Taskbar Desktop icon settings

High contrast settings

Sync your settings

Figure 5-8 Set Windows themes

Change Desktop Icons

Click “Desktop icon settings” in the bottom interface of Figure 5-8, pop up the dialog box shown as
Figure 5-9, select “Computer” and “Network” and click “OK”(“Recycle Bin” is selected by default).

14
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£ Desktop Icon Settings X

Deszktop lcons

Dezktop iconz

[T omputer Recycle Bin
[ ]Uszer's Files [ ] Control Panel
Metwork,
- A @9 3
Thiz PC Adriniztrator Metwark, Recycle Bin
[Fuall)
0
Recycle Bin
[ernpty]
Change lcon... Restore Default

Al themes to change desklop icons

Corcel | | ool

Figure 5-9 Set desktop icons

Set Screen Saver

Click “Lock screen” in the left interface of Figure 5-8, click “Change screen saver” in
personalization interface to pop up the interface as shown in Figure 5-10, set “Screen saver” to

“None” (default) and click “OK”.

15
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B screen Saver Settings >

Screen Saver

Screen saver

(Mane) w Settings Preview
= [ ] On resurne, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Carcel Apply

Figure 5-10 Set Screen Saver

Set Screen Resolution and Refresh Rate

Right click desktop, select “Display Settings” in the right-click menu and pop up the interface
shown as Figure 5-11. Set “Change the size of text, apps, and other items” as “100% (default)”,
set “Resolution” as 1920x1080(Recommended) and set “orientation” as “Landscape”.

Generally, screen resolution could be set as recommended.
® 19” monitor: 1280 * 1024 pixels (recommended)
® 20" monitor: 1600 * 1200 pixels (recommended)
® 22" widescreen monitor: 1920 * 1080 pixels (recommended)

® 24" widescreen monitor: 1920 * 1080 pixels (recommended)

16
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Display
Color

Night light
@ orf

Might light settings

Windows HD Color

zet 2 brighter, more vibrant picture in HOR and WCG videos, games,
and apps.

Windows HD Color settings

Scale and layout

Change the size of text, apps. and other items

100% (Recommended) e

Advanced scaling settings

Resclution

1920 = 1080 (Recommended) e
Orientation

Landscape ~

Figure 5-11 Set screen resolution

Turn off Clear Type Text Tuner

Select [Start\Control Panel\Appearance and Personalization\Fronts], the Figure 5-12 shown as
follows.

17
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A Fonts - O X

« v 4 A » ControlPanel » Appearance and Personalization » Fonts v O Search Fants 2

Control Panel Home . . .
Preview, delete, or show and hide the fonts installed on your computer

Font settings

Get more fent information I = e
online )
Adjust ClearType text .

Find a character Abg Ab g Abg Abg Il"é

Download fonts for all mJ - = =

languages

Avrial Bahnschrift Calibri Cambria Cambria Math

Figure 5-12 Fronts

Click “ Adjust ClearType Text” in the left interface of Figure 5-12 interface as to open the interface
as shown in Figure 5-13. Unselect "Turn on ClearType", and click "Next" until "Finish".

A ClearType Text Tuner

Make the text on your screen easier to read

i Turn on ClearType.

ClearType makes the text you see on the screen sharper, clearer, and easier to read.

Figure 5-13 Turn off Clear Type

18
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Turn off Aero Shake Window Minimizing Mouse Gesture

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in Run
dialog box and click “OK” to open the interface “Local Group Policy Editor”, as shown in Figure
5-14. Click [User Configuration/Administrative Templates/Desktop] in left structure tree and
double-click “Turn off Aero Shake window minimizing mouse gesture” in the right interface.

| Administrative Te
v i, User Configuration
| Software Settings
~| Windows Setting
v | Administrative Te
| Cantral Panel
v | Desktop
| Active Dir
| Desktop
| Metwark
| Shared Folder
| Start Menu ar
| System
| Windows Cor
=5 All Settings

<

W

16 settingis)

Edit policy setting

Requiremnents:
At least Windows Server 2008 R2 or
Windows 7

Description:

Prevents windows from being
minimized or restored when the
active window is shaken back and
forth with the mouse,

If you enable this policy, application
windows will not be minimized or
restared when the active window is
shaken back and forth with the
mouse,

policy, this window minimizing and
restoring gesture will apply.

If you disable or do not configure this

=] Prohibit User from manually redirecting Profile Folders

=] Hide and disable all iterns on the desktop

=] Remove Properties from the Computer icon context menu

|i=] Remove Properties from the Documents icon cantext menu

Dan't save settings at exit

<

iz| Remave the Desktap Cleanup Wizard

Hide Internet Explorer icon on desktop

=] Remove Computer icon on the desktop
Remaove My Documents icon on the desktop

\i=] Hide Netwark Locations icon on desktap

(=] Do not add shares of recently opened documents ta MNetwaor..,
iz| Remave Regycle Bin icon from desktop
Remave Properties from the Recycle Bin context menu

1= Prohibit adjusting desktop toolbars

MNat configured
Mat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured

MNat configured

Turn off Aero Shake window minimizing mouse gesture Enabled

Prevent adding, dragging, dropping and clasing the Taskbar...

MNat configured

MNat configured

>

'=[ Local Group Palicy Editor O X
File  Action \Miew Help
Lol AR (N30 7 Wl 4
=f Local Computer Palicy Desktop
v il Computer Configura .
- . Turn off Aero Shake window Setting State "
1 Software Settings minimizing mouse gesture =
~| Windows Setting 9 g | Desktap

\ Extended /(\Stanclardf

Figure 5-14 Local group policy editor

Pop up the dialog box as shown in Figure 5-15, select “Enabled” and click “OK” to end.

19
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A Turn off fera Shake window minimizing mouse gesture | *

Ei Turn off &ero Shake window minimizing mouse gesture o St Mext Setting

() Mat Confiqured Lomment:
(®) Enabled
() Disabled
Supported 0N | Ay jeast Weindowes Server 2008 R2 or Windaws T
Options: Help:

Prewents windows from being minimized or restored when the
active window is shaken back and forth with the mouse,

If wou enable this policy, application windows will not be
rinimized or restored when the active window is shaken back
and forth with the mouse,

If wou dizable or do not configure this policy, this window
minimizing and restoring gesture will apply.

Cancel

Figure 5-15 Turn off Aero Shake window minimizing mouse gesture

5.3 Turn off Sticky Keys and Toggle Keys

1. Select [Start\Control Panel\ Ease of Access\Ease of Access Center], click "Make the
keyboard easier to use", the figure shown as follows.

20
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@ Ease of Access Center — O b4

“ 3 ~ 4 .@. » Control Panel » Ease of &ccess » Ease of Access Center v O Search Control Panel el

Always read this section aloud |+ Always scan this section A
Control Panel Home

& Change sign-in settings Start Magnifier M4 Start Narrator
= Start On-Screen Keyboard P oset up High Contrast

Mot sure where to start? Get recommendations to make your computer easier to use

Explore all settings
When you select these settings, they will autematically start each time you sign in.

s Use the computer without a display

% Optimize for blindness

% Make the computer easier to see
© Optimize visual display

Use the computer without a mouse or keyboard

Set up alternative input devices

Adjust settings for the mouse or other pointing devices

Make the keyboard easier to use

j Make the mouse easier to use

Adjust settings for the keyboard

Use text or visual alternatives for sounds

Set up alternatives for sounds
gl Make it easier to focus on tasks
! Adjust settings for reading and typing
g Make touch and tablets easier to use
‘ Adjust settings for touch and tablets

L

Figure 5-16 Ease of access center

Unselect “Turn on Sticky Keys”, “Turn on Toggle Keys” and “Turn on Toggle Keys by
holding down the NUM LOCK key for 5 seconds”, as shown in Figure 5-17.

21



Windows Server 2019 Standard Operating System Installation Guide

'@' Make the keyboard easier to use — O
= ¥

&« S I@I < Ease of Access Center » Make the keyboard easier to use v O Search Caontrol Panel 2

Make the keyboard easier to use
When you select these tools, they will automatically start each time you sign in.

Control the mouse with the keyboard
[ Turn on Mouse Keys

Use the numeric keypad to move the mouse around the screen.

Set up Mouse Keys

Malkee it easier to type

[ Turn en Sticky Keys

Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.
Set up Sticky Keys

[1Turn on Toggle Keys

Hear a tone when you press CAPS LOCK, NUM LOCK, or SCROLL LOCE,
’ [ Turn on Toggle Keys by holding down the NUM LOCK key for 5 seconds

[ Turn on Filter Keys

Ignere or slow down brief or repeated keystrokes and adjust keyboard repeat rates,

Set up Filter Keys

QK Cancel Apply

Figure 5-17 Turn off sticky keys and toggle keys

3. Click "Set up Sticky Keys" in the interface shown above and set as shown in Figure 5-18.

22
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@ Set up Sticky Keys — O X

“- v II@] <« Ease of &ccess » Ease of Access Center > Setup Sticky Keys v O Search Control Panel 0

Set up Sticky Keys
[ Turn on Sticky Keys
Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.

Keyboard shortcut
[ Turn en Sticky Keys when SHIFT is pressed five times
When using keyboard shortcuts te turn Ease of Access settings on:
[] Display a warning message when turning a setting en

[]Make a sound when turning a setting on or off

Options
[ Lock modifier keys when pressed twice in a row

Turn off Sticky Keys when two keys are pressed at once

Feedback
Play a sound when modifier keys are pressed

Display the Sticky Keys icon on the task bar

oK Cancel Apply

Figure 5-18 Turn off keyboard shortcut

5.4 Turn off Hot Keys of Rotating Screen

If integrated display card is used in computer (such as Lenovo TS140), and the hot keys of rotating
screen should be disabled, operation: right click any blank in desktop, and pop up the menu as
shown in Figure 5-19, select [Graphics Options/Hot Keys/Disable].

If there is not menu as shown in Figure 5-19, and jump over this setting.

23
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View »
Sort by >
Refresh

Paste

Paste shortcut

.. Graphics Properties...

— Graphics Options 4  Panel Fit »

Hot Keys
e ' Tray lcon »  Enable
B2 Screen resolution Balloon Notification » v Disable
&l personalize Rotation ]
Profiles >

Figure 5-19 Turn off hot keys of rotating screen

5.5 Taskbar Properties

Right click taskbar, and select “Taskbar settings” in the right-click menu, set “Lock the taskbar” as
“On”, as shown in Figure 5-20.

24
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Taskbar

Lock the taskbar
@ o
Automatically hide the taskbar in desktop mode
@ off

Automatically hide the taskbar in tablet mode
@ D off

lUse small taskbar buttons

@ or

Use Peek to preview the desktop when you move your mouse to th
Show desktop button at the end of the taskbar

Replace Command Prompt with Windows PowerShell in the menu
when | right-click the start button or press Windows key+X

@ or
Show badges on taskbar buttons

@ o

Taskbar location on screen

i

Bottom A

Combine taskbar buttons

Mever A

How do | customize taskbars?

Figure 5-20 System icons settings

25
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5.6 Time Settings

Select[Start\ Control Panel\ Clock and Region\ Region], pup up the figure shown in Figure 5-21.
Set as follow introduction:

® Short data: M/dlyyyy

® |Long data: dddd, MMMM d, yyyy

® Short time: HH:mm

® Long time: HH:mm:ss

s Region X
Formatz  Administrative

Eormat: English (United States)

Match Windows display language (recommended) w

Lanquage preferences

Date and time farmats

Short date: M/ dyyyy w
Long elate: eleleled, MBMPAM o, vy W
Short time: HH:mm e
Lang time: HH:mim:ss o
First day of week: Sunday w
Examples

Short date: 272020

Long date: Thursday, July 2, 2020

Short time: 2310

Long time: 23:0:47

Additional settings...

Cancel Apply

Figure 5-21 Region and language options
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5.7 System and Security Settings

Set Power Options

1.

Select [Start\ Control Panel\ System and Security\ Power Options] to pop up the interface
shown as Figure 5-22.

B Pawer Options - O X

<« v 4 @ > Contral Panel » System and Security » Pawer Options v O Search Cantrol Panel 2

Control Panel Home .
Choose or customize a power plan

A power plan is a collection of hardware and system settings (like display brightness, sleep, etc)) that

Choose what the power
manages how your computer uses power. Tell me more about power plans

buttons do
Create a power plan Preferred plans
[ S'holose when to tum off the (@ Balanced (recommended) Change plan settings
ey Automatically balances performance with energy consumption on capable hardware.

(") High performance Change plan settings

Favors performance, but may use more energy.

Show additional plans

Figure 5-22 Power Options

Click “Change plan settings” in the default “Balanced” plan, pop up the “Edit Plan
Settings” interface, set “Turn off the display” as “Never”, then click “Save changes” in the

bottom. As shown in Figure 5-23.

B Edit Plan Settings — O *

< A @« System and Security » Power Options » Edit Plan Settings v © | Search Control Panel R

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use.

[ Turn off the display: | Mever Ea

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

Figure 5-23 Set power plan

3. Click “Change advanced power settings” in Figure 5-23, pop up “Power Options” dialog

box as shown in Figure 5-24. Set “Allow wake timers” as “Enable” and click “OK”.
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35 Power Options ? >

Advanced zettings

then choose settings that reflect how you want your

\[ i Select the power plan that vou want to customize, and
camputer to manage power,

Balanced [Active] '

Hard disk )
Internet Explarer
Desktop background settings

O0EEHBH

Sleep
= Allow wake timers

méEnable Y
LISB settings

Power buttons and lid
Dl Furnrace

1EH B

Restore plan defaults

Cancel Apply

Figure 5-24 Set sleep options

Turn off Windows defender firewall

1. Select [Start\ Control Panel\ System and Security \Windows Defender Firewall], pop up
the interface as shown in Figure 5-25.
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2.

9 Windows Defender Firewall

« =3 « 4 ﬂ« System and Security > Windows Defencler Firewall v O Search Cantral Panel 2

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

Change notification settings

Turn Windows Defender
Firewall on or off

Restore defaults

@ @<

Advanced settings

Troubleshoot my network

See also
Security and Maintenance

Metwork and Sharing Center

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

. g Private networks Not connected

. g Guest or public networks Connected

Metworks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: = Unidentified network

Metification state: Do not notify me when Windows Defender Firewall

blocks a new app

Figure 5-25 Windows Defender Firewall interface

Click “Turn Windows Firewall on or off” in the left to pop up the interface as shown in
Figure 5-26, turn off all Windows firewalls and click “OK”.
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ﬂ Custamize Settings

— O
<« v e« Windows Defender Firewall » Customize Settings

v O Search Cantrol Panel
Customize settings for each type of network

You can medify the firewall settings for each type of network that you use.
Private network settings

o () Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps
Maotify me when Windows Defender Firewall blocks a new app

® (® Turn off Windows Defender Firewall (not recommended)
Public network settings
o (2) Turn on Windows Defender Firewall

Block all incoming connectiens, including those in the list of allowed apps

Matify me when Windows Defender Firewall blocks a new app

@ (® Turn off Windows Defender Firewall (not recommended)

oK Cancel

Figure 5-26 Windows Defender Firewall settings

User Accounts Control Settings

1. Select [Start\ Control Panel\ System and Security\ Security and Maintenance\ Change
User Account Control Settings], pop up the interface shown as Figure 5-27 Set “Allow

notify” to “Never notify” by pulling down the scroll button to the bottom and click “OK”.
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& User Account Control Settings - O x

Choose when to be notified about changes to your computer

User Account Coentrol helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
- - ® | make changes to Windows settings
1. This setting will take effect after you click OK and
—. - restart your PC,
Mever notify

| ok || Cancel

Figure 5-27 User account control settings

2. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in the following figure.

Fun >

= Typethe narme of a prograrm, folder, document, or Internet
= resource, and Windows will open it for you,

Qpen: | gpedit.rmsc o

E; This task will be created with administrative privileges,

0] 4 Cancel Browse,.,

Figure 5-28 Run dialog box

3. Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer
Configuration”, select “Computer > Windows Settings > Security Settings > Local
Policies > Security Options”, as shown in the Figure 5-29.
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=[ Lacal Group Palicy Editor
Eile  Action

e D XE R HE

View Help

'=[ Lacal Computer Policy
w [ Computer Canfiguration
| Software Settings
w [ Windows Settings
| Mame Resolution Policy
] Seripts (Startup/Shutdown)
= Deplayed Printers
v T Security Settings
& Account Palicies
~ [ Local Palicies
& Audit Palicy
4 User Rights Assignme
4 Security Options
| Windows Defender Firew
| Metwork List Manager Po
| Public Key Palicies
| Software Restriction Polic
| Application Control Polic
‘g IP Security Palicies an Lo
| Advanced Audit Policy €
uliy Palicy-based QoS
| Administrative Templates

a .. - .

Palicy
| Recavery consale: Allow flappy capy and access to all drives and all fol...
| Shutdown: Allow system to be shut down without having to log on
| Shutdown: Clear virtual memary pagefile
| System cryptography: Force strong key protection for user keys stored o...
| System eryptography: Use FIPS compliant algorithms for encryption, ha...
| System objects: Require case insensitivity for nan-Windaws subsystems

| System objects: Strengthen default permissions of internal system objec...

System settings: Optional subsystems

| System settings: Use Certificate Rules on Windows Executables for Soft...

| User Account Control: Admin Approval Mode for the Built-in Administr...
| User Account Control: Allow UlAccess applications to prompt for elevat...
| User Account Cantral: Behavior of the elevation prompt for administrat...
| User Account Cantral: Behaviar of the elevation prompt for standard us...

| User Account Contral: Detect application installations and prompt for el...

User Account Contral: Only elevate executables that are signed and vali...
User Accaunt Cantral: Only elevate UlAccess applications that are instal...
ser Account Control: Run all ad

rators in Admin Approval Mode

| User Account Control: Switch to the secure desktop when prompting fao...

| User Account Contral: Virtualize file and registry write failures to per-us...

Security Setting
Disabled
Disabled
Disabled

Mot Defined
Disabled

Enabled

Enabled

Disabled
Disabled
Disabled
Elevate withaut
Prampt far crec
Enabled
Disabled
Enabled
Disabled
Enabled
Disabled

Figure 5-29 Change setting in Local Group Policy Editor

Double-click “User Account Control: Run all administrators in Admin Approval Mode” in
the right interface to open the dialog box, and set as “Disabled”, as shown below. Then
click “Apply” and “OK”, the change will take effect after restarting the computer.
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User Account Control: Run all adrministratars in Admin &p... ? >

Local Security Seting  Ewplain

j. IJzer Account Contral: Bun all adminiztrators in Admin Approval
. Mode

(") Enabled
(@) Disabled

Corcel | | fcs

Figure 5-30 Disable the user account control property

Performance options settings

1. Select [Start\ Control Panel\ System and Security\ System] to pop up the interface shown
as Figure 5-31.
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A system - O *

< « 4 Ed 5 Contral Panel » System and Security > System v O Search Cantrol Panel »
Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition

9 Remote settings Windows Server 2019 Standard
® Advanced system settings ® 2018 Microsoft Corporation. Al rights Windows Servert 2019
reserved.
Systemn
Processon Intel(R) Xeon(R) Silver 4114 CPU @ 2.20GHz 2,19 GHz (2 processors)
Installed memory (RAM): 128 GB (127 GB usable)
Systemn type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-CVVIVGVYMNRPE ®) Change settings
Full computer name: WIN-CVVIVGVYMNRPE
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated FRead the Microsoft Software License Terms

Product ID: 00423-70000-00000-AAT09 ®) Change product key

See also

Security and Maintenance

Figure 5-31 System interface

2. Select “Advanced” option page in the system properties interface, as shown in Figure
5-32.
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Systern Properties X

Computer Mame  Hardware Advanced  Remate

Y'ou muzt be logged on az an Administrator to make mozst of these changes.

Perfarmance

Wizual effects, processor scheduling, memaory uzage, and wirtual mernary

: Settings...

I1zer Prafiles

Desktop settings related to your sign-in

Sethings...

Startup and Recoveny

System ztartup, spstem falure, and debugging information

Settings...

E nvironment Y ariables. .

k. Cancel Apply

Figure 5-32 Dialog box of Advanced settings of system properties

3. Click “Settings” in “Performance” window, pop up “Performance Options” interface, as
shown in Figure 5-33. Select “Adjust for best performance” in “Visual Effects” option
page.
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Performance Cptions >

Visual Effects  advanced Data Execution Prevention

Selectthe settings you want to use for the appearance and
performance of Windows on this computer,

(O Let Windows choose what's best for ry cormputer

(O Adjust for best appearance

[] Anirmate controls and elernents inside windows
[] Anirnate windows when minirmizing and raximizing
[] &nirnations in the taskbar

[] Enable Pesk

[] Fade or slide menus into view

[] Fade ar slide ToolTips into view

[ Fade out menu iterns after clicking

[] Save taskbar thurnbnail previews

[] Show shadows under rouse pointer

[] show shadows under windowes

[] Show thurmbnails instead of icons

[] Show translucent selection rectangle

[] Show window contents while dragging

[ slide apen carmbo boxes

[ Srnooth edges of screen fonts

[] Smooth-scrall list boxes

[] Use drop shadows for icon labels on the desktop

Cancel Apply

Figure 5-33 Select “Adjust for best performance”

4. Select “Advanced” option page, advanced properties interface is shown in Figure 5-34.
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Performance Options X
visual Effects  Advanced  Data Execution Prevention

Processor scheduling

Choose how to allocate processor resources,

Adjust for best performance of:

(@ Pragrams () Background services

Wirtual remorny

& paging file is an area on the hard disk that Windows wses as if it
weere ROk,

Total paging file size for all drives: 4000 k4B

Change...

Cancel apply

Figure 5-34 Dialog box of advanced settings of performance options

Click “Change” in “Virtual memory” window, pop up virtual memory setting interface.
Deselect “Automatically manage paging file size for all drives”, and select “Custom size”,
set the value of “Initial size” and “Maximum size” to 3000MB (4000MB when the RAM is
larger than 2GB), as shown in Figure 5-35. Then set “OK” to save the change.
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Wirtual bemorny >

[lidutarnatically manage paging file size for all drives:

Paging file size for each drive

Drive [Waolume Label] Paging File Size (MEB)
C: A000 - 4000

BE [Mew Wolurme] Mone

E: [Mewe Walume] Mane

F: [Mewe Walurme] Maone

Selected drive: [

Space available: 49565 hEB

(®) Custormn size:
Initial size (RAR: 4000

Faximum size (MEB): | S000

() Systern managed size
(Mo paging file et

Total paging file size for all drives
Finirmum allowed: 16 MB
Recormmended: 1407 ME
Currently allocated: 4000 k4B

] 4 Cancel

Figure 5-35 Set virtual memory

Back to “Performance Options” interface as Figure 5-34, click “Data Execution

Prevention” tab and select “Only turn DEP on for basic Windows programs and services”,
as shown in Figure 5-36, then click “Apply” to save the change.
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Ferformance Options

Visual EFfects  Adwvanced [Data Execution Presvention

N : Data Execution Prevention (DEP) helps protect ag_g_i_r_j__st

Hoes itweark s

i® Turn on DEP for essential Windows programs and services only

{3 Turn on DEP for all programs and services except those | select:

Add.., Fermowe

Your cormputer's processor supports hardware-based DEP,

Cancel apply

Figure 5-36 Close data execution prevention

7. Click “OK” and restart the computer following the tips.

Turn off auto-update

1. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”, as shown in Figure 5-37.
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Run >
—  Type the narne of a program, folder, document, or Internet
= resource, and Windows will open it forywou,

DOpern: | gpedit.msc

e

]9 Cancel

E; This task will be created with administrative privileges,

Brovuwse,.,

Figure 5-37 Run command

Click “OK” to pop up the interface of Local Group Policy Editor. Extend “Computer
Configuration”, select “Windows Component” below “Administrative Templates”, as

shown in Figure 5-38.

=f Local Group Policy Editor
Eile  Action  Wiew Help
e 2@z Em Y

=] Local Computer Palicy " Windows Components
v i Computer Configuration

| Software Settings
| Windows Settings
w [] fdministrative Templates

Windows Update

| Contral Panel

| Metwaork

| Printers

| Server

| Start Menu and Taskbar

| System

| Windows Components
_ All Settings
~ %, User Configuration
| Software Settings
| Windows Settings
| Adrministrative Termplates

Setting

::IWindows Custamer Experience Improvernent Prograr

jWindows Defender

jWindows Ettar Reparting

jWindows Installer

jWindows Logon Cptions

Tl windows hail

jWindows Media Center

jWindows Media Digital Rights Managerment

jWindows Media Player

jWindows Messenger

jWindows Muobility Center

::IWindows Powvershell

jWindows Reliability &nalysis

jWindows Rernote Managernent (finRR)

jWindows Rermote Shell
indows Update

jWork Folders

£ >

”~

\ Extended /{Standard/

Figure 5-38 Local group policy editor interface

Double-click “Windows Update” in “Windows Components” list and pop up the interface

shown as Figure 5-39.
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File  Action

E[ Local Group Policy Editor

View Help

ol ARan(RESN ? Nzl 4

<

| Test Input

| Windows Calendar

| Windows Calor System
| Windows Customer Expe
“| Windaws Defender Antiv
| Windows Defender Expla
| Windaows Defender Smar
~| Windows Error Reporting
| Windaws Hella far Busin
| Windaws Ink Workspace
| Windows Installer

| Windows Lagon Optians
| Windows Media Digital R
| Windows Media Player

| Windows Messenger

| Windows Mability Centel
| Windows PowerShell

| Windows Reliability Anah
| Windows Remote Manag
| Windows Remaote Shell

| Windows Security

| Windows Update

33 setting(s)

| Windows Update

Configure Automatic Updates

Edit policy setting

Requirements:

Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Description:

Specifies whether this computer
will receive security updates and
other important downloads
through the Windows automatic
updating service,

Mote: This policy does not apply
to Windows RT.

This setting lets you specify
whether automatic updates are
enabled on this computer, If the
service is enabled, you must select
one of the four aptions in the

[T R ]

Setting

|i=] Allow updates to be downloaded automatically ov
|2 Always automatically restart at the scheduled time
|iz] Specify deadline befare auta-restart for update ins
|i=] Configure auta-restart reminder notifications for v
|2 Turn off auta-restart notifications for update insta
i=| Configure auto-restart required notification for up

Configure Automatic Updates

Specify intranet Microsoft update service location

| Automatic Updates detection frequency
|i=| Do not allow update deferral policies to cause scar
Remave access to "Pause updates” feature
Remave access to use all Windows Update feature
Da not connect ta any Windaws Update Internet |+
Allow non-administrators to receive update notific
Speaify Engaged restart transition and netification
1] Do not include drivers with Windows Updates

|i=] Turn on Software Motifications

=1 Al Avkamastis nsdatas inamsacista inckallation

< >

\FE_:;t.e“r;(Ie(I )(Stan-(.l-amr.(l //

Figure 5-39 Windows update interface

Double-click “Configure Automatic Updates” in “Windows Update” interface and pop up

the interface shown as Figure 5-40. Select “Disabled”, click “Apply” and “OK”, the change

will take effect after restarting the computer.
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A Configure Automatic Updates O >
E‘ Caonfigure Automatic Updates e Next Setting
(O Not Configured Comment:
(") Enabled
(®) Disabled

Supperted on: - [\windaws XP Professional Service Pack 1 or At lehst Windows 2000 Service Pack 3
Options: Help:

# | | Specifies whether this computer will receive security updates and | &
ather important downloads through the Windows automatic
updating service,

Configure autematic updating:

The fellowing settings are only required and Mate: This palicy daes not apply to Windows RT.
applicable if 4 is selected,
This setting lets you specify whether automatic updates are
enabled on this computer, If the service is enabled, you must
select one of the four options in the Group Policy Setting:

Install during automatic maintenance

Scheduled install day:

2 = Motify before downloading and installing any updates.

S hedulad install time: When Windaws finds updates that apply to this cormputer,
users will be notified that updates are ready to be downloaded,
If you have selscted “4 - Auto download and After going to Windows Update, users can download and install

schedule the install” for your scheduled install day any available updates.

and specified a schedule, you also have the option
to limit updating to a weekly, bi-weekly or monthly
occurrence, using the options below:

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

< 3 Windows finds updates that apply to the computer and o

Figure 5-40 Turn off auto-update

Turn off Windows Defender Antivirus

1. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”, as shown in Figure 5-41.
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3.

Run >
—=  Type the name of a prograrm, folder, document, or Internet
= resource, and Windows will open it forywou,

DOpern: | gpedit.msc

e

E; This task will be created with administrative privileges,

]9 Cancel

Brovuwse,.,

Figure 5-41 Run command

Click “OK” to pop up the interface of Local Group Policy Editor. Extend “Computer
Configuration”, select “Windows Component” below “Administrative Templates”, as

shown in Figure 5-42.

'=[ Local Group Palicy Editar
Eile  Action View Help

o nE 2 HE T

w | Windows Camponents ~ Windows Components

ActiveX Installer Service
Add features to Windows 10 Windows Defender Antivirus
App Package Deployment
App Privacy

App runtime

Application Compatibility
AutoPlay Paolicies
Biometrics

Bitl ocker Drive Encryption
Camera

Cloud Content

Connect

Credential User Interface
Data Collection and Preview
Delivery Optimization
Desktop Gadgets

Desktop Window Manager
Device and Driver Compatik
Device Registration

Digital Locker

Eclge UI

Setting

| Wineows Customer Experience Imp

Windows Defender Antivirus

_| Windows Defender Exploit Guar

| Wineows Defender SmartScreen

| Windows Error Reparting

| Windows Hello for Business

| Windows Ink Warkspace

| Windows Installer

| Windows Lagon Optians

| Windaws IMedia Digital Rights Man
| Winelows Media Player

| Windows Messenger

| Windows Mobility Center

| Windows PowerShell

| Windaws Reliability Analysis

| Windaws Remote Management (W

| Windaws Remate Shell

T Whinelaee Sacnihe

£ >

\ Extended AStan(IarcI /‘

Figure 5-42 Local group policy editor interface

Double-click “Windows Defender Antivirus” in the list of “Windows Components” and pop
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up the interface shown as Figure 5-43.

| Push Ta Install

| Remote Desktop Services
RSS Feeds

Search

Security Center

Shutclown Options

Smart Card

Software Protection Platforr

Sound Recorder

Speech

Store

Syne your settings

Tablet PC

| Task Scheduler

| Test Input

Windows Calendar

| Windows Color System

| Windows Customer Experiel

£ >

~| Windows Defender Antiviru o

110 setting(s)

Edit policy setting

Requirernents:
At least Windows Vista

Description:
This policy setting turns off Windows
Defender Antivirus,

If you enable this policy setting,
Windows Defender Antivirus does not
run, and computers are not scanned
for malware or other potentially
unwanted software,

If you disable or do not configure
this policy setting, by default
Windows Defender Antivirus runs and
computers are scanned for malware
and other potentially unwanted
software,

| MpEngine

| Metwaork Inspection System

| Quarantine

| Real-time Protection

| Remediation

| Reporting

| Sean

| Signature Updates

| Threats

| Windows Defender Exploit Guard

i) Allow antimalware service to startup with
Configure local administrator merge behi
Turn off routine remecdiation

Define acdresses to bypass proxy server

i

=

iz| Define proxy server for connecting to the

= Banedamaima cobadolad fael fimmae

£ >

Define proxy auto-config {.pac) for conne

=[ Local Group Policy Editor - O X
File  Action View Help
e nm = HBm T

7| OOBE . Windows Defender &ntivirus

_| Portable Operating System .

- . . Turn off Windows Defender Setting "

_| Presentation Settings -

Antivirus

W

\Exten(lecl /(\Stanclar(l/

Figure 5-43 Windows Defender Antivirus interface

4. Double-click “Turn off Windows Defender Antivirus” and pop up the interface shown as
Figure 5-44. Select “Enable” and click “OK”.
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B Turn off Windows Defender Antivirus O >
E‘ Turn off Windows Defender Antivirus T Next Setting
O Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ gt |east Windows Vista
Options: Help:

This policy setting turns off Windows Defender Antivirus,

If you enable this policy setting, Windows Defender Antivirus
does not run, and computers are not scanned for malware ar
ather potentially unwanted software.

If you disable or do not configure this policy setting, by default
Windows Defender Antivirus runs and computers are scanned for
malware and ather patentially unwanted software,

Figure 5-44 Turn off Windows Defender Antivirus interface

System Anti virus Settings

In order to prevent the computer from attacking by the virus carried in mobile storage devices and
endangering the DCS supervision software, it is necessary to enable “Turn off Autoplay” function.

1. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in Figure 5-45.
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Run >
—=  Typethe nare of a prograrm, folder, document, or Internet
= resource, and Windows will open it for you,

Opern: | gpedit.msc

e

E; This task will be created with administrative privileges,

]9 Cancel

Brovuwse,.,

Figure 5-45 Run dialog box

Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer
Configuration”, select “Windows Components” below “Administrative Templates”, as

shown in Figure 5-46

= Local Group Palicy Editor

File  Action

Wiewe  Help

o= rnH = HET

=f Local Computer Policy
v il Computer Configura
| Software Settings
| Wfindows Setting
w || Adrministrative Te
| Contral Panel
1 Mebwork

| Printers
| Server
| Start Menu ar

1 Systemn

| Windowws Cor

4 All Settings

v i, User Configuration
| Software Settings
| Wfindows Setting

| Adrministrative Te

| Windows Components
AutoPlay Policies

Description:

Configure varicus AutoPlay behaviors,

Setting

j.ﬂ\ctiue)( Installer Service

j.ﬂ\dd features to Windows 10

j.ﬂ\pp Package Deployment

j.ﬂ\pp runtirne

j.ﬂ\pplicatiun Compatibility
toPlay Policies

jEiumetrics

jEitLu:u:ker Drive Encryption

eredentiaI ser Interface

jData Collection and Preview Builds

jDesktDp Gadgets

jDesktDp Window Manager

jDevice and Driver Compatibility

jDevice Registration

jDigitaI Locker

Jedge Ul

::IEvent Forsarding

ot | nm Sansica
£ H

\ Extended }{Standardf

Figure 5-46 “Windows Components” window
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Double click “AutoPlay Policies”, pop up the following interface.

| AutoPlay Policies

Turn off Autoplay Setting

Turn off Autoplay
Edit policy seiting. ~ F'revent.-ﬂ.utu:uF'IayfrDm rernernbering user che
Requirements: Disallu:um-' Autoplay for non-wolurme devices
At least Windows 2000 Setthe default behawvior for AutoRun

Descripticn:
This pelicy setting allows you to
turn off the Autoplay feature.,

Figure 5-47 Close “AutoPlay Policies”

Double click “Turn off Autoplay” in “AutoPlay Policies” window, pop up “Turn off Autoplay”
interface, select “Enabled” and choose “All drives” in the drop-down menu of the “Turn off
Autoplay on”, as shown in Figure 5-48.
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R Turn off Autoplay O X

Ei Turn off Autoplay

(O Mot Configured Comment:
(®) Enabled
() Disabled
Supparted of: [ At least Windows 2000
Options: Help:
Turn off Autoplay on: This policy setting allowss you to turn off the Sutaplay feature, ~
All drivves ~ Autoplay begins reading frorm a drive as soon as you insert

rnedia in the drive, A3 a result, the setup file of programs and the
rusic on audio media start immediately,

Prior to Windowes XP 5P2, Autoplay is disabled by default
on rernovable drives, such as the floppy disk drive (but not the
CD-ROM drive), and an netwark drives,

Starting with Windows XP 5P2, Autoplay is enabled for
rernowvable drives as well, including Zip drives and some USE
rnass storage devices,

If wou enable this policy setting, &utaplay is disabled on
CD-ROM and remaovable media drives, ar disabled on all drives,

This policy setting disables Autoplay on additional types of
drives, You cannot use this setting to enable Autoplay on drives
onwhich it is dizsabled by default,

oK Cancel

Figure 5-48 “Turn off Autoplay ” settings

5. Click “OK” to finish the settings. Restart your computer, then the mobile storage devices
will not automatically play when be inserted.

5.8 Background Service Settings

Set the following services to “Disabled” . This chapter takes windows update as an example
to illustrate.

® Internet Connection Sharing (ICS)
® Remote Desktop Services

® Windows Update
® \Windows Time

® \Windows Defender Firewall
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Disable Windows Update

1.

Select [Start\ Windows Administrative Tools\ Service] to pop up the interface of

background service configuration, as shown in Figure 5-49.

& Computer Managernent
File  Action

| HEE G|

Wiew Help

B »enw

& Computer Management {Local
v m Systern Tools

'G'\-' Task Scheduler

E Ewent Viewer

1| Shared Folders

$ Local Users and Groups
Performance

% Device Manager

v 25 Storage
W Windowws Server Backup
= Disk Managernent

. Services and Applications
@ Routing and Remaote Ac
. Services
a5 WM Control

-
w

" Services

Windows Update

Description:

Enables the detection, download, and
installation of updates for Windows
and other programs, If this service is
disabled, users of this com puter will
not be able to use Windows Update
or its automatic updating feature,
and programs will not be able to use
the Windows Update Agent (WUA)
APL

Mame

(Ch\Windows Driver Foundation,..
Eh\Windows Encryption Provid...
EhWindaws Errar Reporting Se..

% \indows Event Callectar

L \Windows Event Log
L\Windows Firewall
LWindows Font Cache Service
L Windows Image Acquisition,
L indows Insider Service

L \Windows Installer

LWindows License Manager ..,

L \indows Mobile Hotspat 5.,
L \Windows Maodules Installer
LiWindows Push Notification..,
LWindows Push Natification..,
L \¥indows Remate Manage...
L \Windows Search

Windows Time

PP EEERED

LWindows Management Inst.,

Description

Creates and...
Windows E...
Allows errar..,
This service ...
This service ..
Wiindowes Fi...
Optirnizes p..,
Provides im..

i se

Adds, modi..
Provides inf...
Provides a c..,
Provides th..,
Emables inst...
This service ...
This service ...
Windous B,
Provides co...
daintains d...

Status

Running

Running

Running

Running
Running

Running

Running

Startu *
hanu
hanu
hanu
hanu
Autar
Disabl
Autor
hanu
hanu
hanu
hanu
Autor
hdanu
hanu
Autor
hanu
Autar
Disahl
Disabl

EEWInHTTP Web Proxy Auto-..,
Lk Wired AutoCanfig

LEL WM Performance Adapter
Eh\Workstation

£l ¥box Live Auth Manager

Lk ¥hox Live Game Save

<

WinHTTP i...
The \ired ...

Provides pe...
Creates and...
Provides au..
This service ...

Running

Running

hanu
hanu
hanu
Autor
hanu
hdanu

\Extanded /(Standard/

Actions
Services

More Actions

Windows Update

hare Actions

Figure 5-49 Services list window

Double-click “Windows Update” in the services list,
setting interface, select “Disabled” in the pull-down list of “Startup type”, as shown in

Figure 5-50.
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Windows Update Properties (Local Computer) ot

General LogOn  Recovery  Dependencies
Semvice name:; WLaLEEry
Dizplay name: windows Update]

Dlescrintion: Enables the dn_atec:tin:-n, dovnlaad, and installati_n:nn af
P updates for Windows and other programs. If thiz

caruira e dicshlad Dears @F Haie caramabar waill sab ka

Fath to executable:
CWwindowzhzpstern32evchost exe -k neteves -p

Starbup bype: Dizabled b

Service statuz: Stopped
Start Stop Pauze Besume

Y'ou can zpecify the stark parameters that apply when you start the service
from here.

Cancel apply

Figure 5-50 Disable the service of “Windows Update”

3. Click “Stop” to stop this service, then click “OK” to disable this service.

i Warning:

All network connections on the operation nodes should be disabled after setting
background services.

5.9 Turn off Flow Control of Network Adapter

1. Select [Start\ Windows Administrative Tools\ Computer Management], select Device
Manager in left structure tree, as shown in Figure 5-51.
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A Computer Management
File Action  “iew Help

| HEE HE .

B X3

& Computer Management iLocal | ~ & WIN-SEFDRECE1LK Actions
v it System Tools B Batteries e
(1) Task Scheduler 3 Cornputer
§2] Euent Viewer o Disk drives Mare Actions
[ Shared Folders [ Display adapters
& Local Users and Groups - DWD/CD-ROM drives
.e};. Performance 2 Flappy disk drives
M Device Manager & Floppy drive controllers
v 25 Storage G Hurnan Interface Devices
W Windows Server Backup =@ |DE ATASATAP| contrallers
=7 Disk Managernent = Keyboards
~ T Services and Applications m Mice and other pointing devices
[ Routing and Rernote Ac [ Monitars
5, Services ~ [ MNetwark adapters
& WMl Cantral (5 Intel (R) £ISTA Rinaleit Blatainsds Pninmnn i
@ Irtel(R) € Update Driver Software..,
P Intel(R) £ Disahble
w B7 Other device Unirstall
Bl Base Syst
@ Portable Des Scan for hardare changes
= Print queues Properties
L Processors L\)
G Storage controllers
£3 System devices
§ Universal Serial Bus contrallers
£ ¥

Opens property sheet for the current selection,

Figure 5-51 Device Management interface

Right click a network adapter in device manager window, select “Properties” in right-click
menu to open its properties interface and select “Advanced” tab, as shown in Figure
5-52.
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Broadcom Met¥treme Gigabit Ethernet Properties X
Ewvents Resources Power Management
General Advanced Drriver Dietailz

The following properties are available for thiz netveark, adapter. Click,
the property vou want to change on the left, and then select itz value

an the right.

Froperty: Walle:
B2 3az EEE A Disabled |
ARP Dfflaad

EEE Caontrol Policies

E thernetiaiires ieed

[rterrupt boderation

Jurnbio ktu

Large Send Offload W2 [IPwd)

Large Send Offload %2 [IPvE]
 awirmurn Mumber of BS5 Qusues

M etwork, Addreszs

M5 Offload

Pricrity & WLAM

Receive Buffers A

Cacel

Figure 5-52 Disable flow control of network adapter

3. Set “Flow Control” to “Disable” in “Advanced” option page in properties interface and click
“OK” to finish a network adapter setting.

4. Set other network adapters like this.

5.10 Network Properties Settings

Set the Network Connections Settings as follows after finishing the network hardware connections
settings, this chapter includes connection properties settings and advanced sharing settings.

5.10.1 Network Properties Configuration

Select [Control Panel/Network and Internet/Network and Sharing Center], then click “Change
adapter settings”, pop up network connection settings interface.
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&/ Netwaork Connections — O x
4k 1'-' o Metwear,,, » Metwork Connections » w | ) Search Metwork Connections 2
Organize - - O
L-'. SChet_20 (. SChet_21
s Metwark cable unplugged == Metwoark cable unplugged
K G Intel(R) 825741 Gigabit Metwoark C... 3 W5 InteliR) 825740 Gigabit Metwork C..,

L-'. S0net_30
— nidentified network

= Intel(R) B2574L Gigabit Metwork C..

3 items == =

Figure 5-53 Network connections setting interface

The “Local Connection” as shown in above figure utilizes integrated network adapter of the system,
and “Local Connection 2” and “Local Connection 3” utilize the two network adapters inserted.

1. If VisualField is installed in the control system, the properties of network adapters should
be set as follows:

1) Change the “Local Connection 2” to “Network A” that is to connect process control
network-A. Properties setting of “Network A” is as follows:

® |P address: 172.20.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS etc shall remain default.

2) Change the “Local Connection 3” to “Network B” that is to connect process control
network-B. Properties setting of “Network B” is as follows:

® [P address: 172.21.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS etc shall remain default.

3) Change the “Local Connection” to “Information Network” that is to connect information
network, Properties setting of “Information Network” is as follows:

® |P address: 172.30. X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS and etc shall remain default.

2. If AdvanTrol-Pro is installed in the control system, the properties of network adapter should be
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set as follows:

1)

Change the “Local Connection 2” to “Network A”, that is to connect process control
network- A, Properties setting of “Network A” is as follows:

IP address: 128.128.1.X (X is should be in the value range of operation node addresses.)
Subnet mask: 255.255.255.0
Other items such as DNS, WINS etc shall remain default.

Change the “Local Connection 3” to “Network B”, that is to connect process control
network-B, Properties setting of “Network B” is as follows :

IP address: 128.128.2. X ((X should be in the value range of operation node addresses.)
Subnet mask: 255.255.255.0
Other items such as DNS, WINS and etc shall remain default.

Change the “Local Connection” to “Operation Network”, that is to connect with operation
network, Properties setting of “Operation Network” is as follows:

IP address: 128.128.5. X (X should be in the value range of operation node addresses.)
Subnet mask: 255.255.255.0

Other items such as DNS, WINS etc shall remain default.

Check whether the network adapter functions well or not after setting.

A

Attention:

Please refer to the related User Manual for Network Properties Settings.

5.10.2 Advanced Sharing Settings

After finishing network hardware connection, network connection should be set by following steps.

1.

Select [Control Panel/Network and Internet/Network and Sharing Center], then click
“Change advanced sharing settings”, pop up “Advanced sharing settings” interface. Turn

on “File and printer sharing”, “Public folder sharing” and “Password Protected Sharing”,
as shown in Figure 5-54. Other settings are in default.
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File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by pecple on the network.

{® Turn on file and printer sharing
(") Turn off file and printer sharing

All Metworks

Public folder sharing

When Public folder sharing is on, people on the network, including hoemegroup members, can
access files in the Public folders,

(® Turn on sharing so anyone with network access can read and write files in the Public folders

(") Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When rmedia streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This cormputer can also find media on the network,

Choose media streaming options...
Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

urn on password protected sharin
urn o assword protected sharin

Figure 5-54 Advanced sharing settings

Select [Start\Control Panel\ Appearance and Personalization\ File Explorer Option],
deselect “Use Sharing Wizard (Recommended)” in pop-up interface, as shown in Figure
5-55.
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File Explarer Cptions >

Gereral View  Search

Falder vigws

Y'ou can apply thiz view [zuch az Detailz or lcang) to
all folders of this tepe.

Apply to Folders | Bezet Folders |

Advanced zethings:

Show statuz bar ~
Show sync provider naotifications
[ Uze check boxes to select iems
W} Uzc Sharing '+izard [Recommended]
When typing inta list view
() Avtomatically type into the Search Box
(® Select the twped item in the view
M avigation pane
[ 1 &lways show availability status
[ ] Expand to open folder
[ 1 Show all folders
[ 1 Show libraries W

Restore Defaults

ak. Cancel Apply

Figure 5-55 Folder options setting interface

5.11 Startup and Recovery Settings

In order to save full information about abnormal situation immediately when the Windows
operating system appears blue screen in the application process, write debugging information
mode of Startup and Recovery setting should be selected as “Kernel memory dump” in the
settings of System Properties. The detailed operating steps are shown below:

1. Open “Run” interface by shortcut key “Windows + R”, then type command
“systempropertiesadvanced.exe” to pop up “User Properties” dialog box and switch to
the tab Advanced, as shown in Figure 5-56.
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Systern Properties >

Computer Mame  Hardware  Advanced  Remate

“'ou mugt be logoed on az an Adminiztrator bo make most of these changes.

FPerfarmance

Wizual effects, proceszor scheduling, memmany uzage, and wirtual merany

Settings. ..

Uszer Prafiles

Dezklop zettings related ba your sign-in

Sethings...

Startup and Recovern

Syztem startup, spstem faillure, and debugging information
Settings...

E nvironment Yariables. .

OF, Cancel Apply

Figure 5-56 Advanced system property settings

Click the button “Settings” in “Startup and Recovery” window to pop up the interface as
shown in Figure 5-57, then select “Kernel memory dump” from the drop-down list of
“Write debugging information” window below “System failure”.
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Startup ane Recowvery >

System startup

Default operating system:

Windows Server e
[] Time ta display list of aperating systems: 30 = seconds
Time to display recavery aptions when neeced: 30 | seconds

—_— b

System failure
Write an event to the systern log
Automatically restart

Write debugging information

Eernel memary dump w

Dump file:
FeSystemRoot?e\ MEMORY . DIMP

Overwrite any existing file

[ ] Disable autamatic deletian of memary dumps when disk space is low

Ok Cancel

Figure 5-57 Setting interface of Startup and Recovery

3. After setting, click “OK”.
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Section 6 System Purification

Install necessary features and services and remove additional programs and other unnecessary
features generated during the installation of the operating system. The operation steps are
described as follows.

1. Click “Programs” in the “Control Panel”, and then select “Turn Windows features on or
off” in “Programs and Features” to open the “Server Manager”, as shown in Figure 6-1.

e Server Manager

Server Manager * Dashboard @1V enage oo

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

H& All Servers - e thic - -
_ Configure this local server
B§ File and Storage Services P )

QUICK START

WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS

L] ;ifv?cneds Sheegs 1 # Local Server 1 i Al servers 1
@® Manageability @® Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

Figure 6-1 Server Manager

2. Inthe menu on the left, click "Dashboard" and then click "Add roles and features" on the
right panel to open the "Add Roles and Features Wizard" window, as shown in Figure
6-2.
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E.. Add Roles and Features Wizard - () X
B f s 1 ANEeTirs DESTINATION SERVER
erore you oegin WIN-GJDUVVQEIDR

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

hosting a website.

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next. &

(] Skip this page by default

Next> | ista | Cancel

Figure 6-2 "Add Roles and Features Wizard" Window

3. Inthe "Before you begin" page, click "Next" to enter the "Select installation type" page.

4. Inthe "Select installation type" page, select "Role-based or feature-based installation”
and click "Next" to enter the "Select destination server" page.

5. Inthe "Select destination server" page, select a server from the "Server Pool" list, and
click "Next" to enter the "Select server roles" page.

6. Inthe "Select server roles" page, select "Web Server (11S)", as shown in Figure 6-3. Then
click "Next" to enter the "Select features" page.
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iz Add Roles and Features Wizard — O =
DESTIMATION SERVER
Select server roles WIN-DKSNCHEERYT

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
|| Active Directory Certificate Services Web Server (lIS) provides a reliable,
[ Active Directory Domain Services man_ﬁgﬁ_ablé. and scalable Web
[] Active Directory Federation Services application infrastructure.

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
Confirmation [] DNS Server
] Fax Server
| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
] Hyper-V
] MNetweork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Velume Activation Services
] Windows Deployment Services
] Windows Server Update Services

< Previous | | Mext = Install Cancel

Figure 6-3 Select Server Roles

7. Inthe "Select features" page, select the following features. Moreover, DO NOT select
any other features except for those that have been installed and cannot be removed.

® _NET Framework 4.7 Features: Select "ASP .NET 4.7" and "TCP Port Sharing" in "WCF
Services", as shown in Figure 6-4.

® Internet Printing Client

® SMB 1.0/CIFS File Sharing Support: Select all sub-features.
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B Add Roles and Features Wizard - O X

DESTINATION SERVER

Select features WIN-OKSNOHEBEVT

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description
Server Selection Remote Differential Compression
computes and transfers the
differences between two objects
over a network using minimal
bandwidth.

I [] .NET Framewaork 3.5 Features
Server Roles ‘_EI .NET Framework 4.7 Features (2 of 7 installed)
+'| NET Framework 4.7 (Installed)
ASP.NET 4.7
4 [W] WCF Services (1 of 5 installed)
e [] HTTP Activation
Role Services [] Message Queuing (MSMQ) Activation
Confirmation [] Named Pipe Activation
] TCP Activation
| TCP Port Sharing (Installed)
I |_| Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
] Client for MFS
[] Containers
[] Data Center Bridging
[] Direct Play
[71 Enhanced Storage

| < Previous | | Mext » Install Cancel

Figure 6-4 Features Need to be Selected in ".NET Framework 4.7 Features"

8. Click "Next" to enter the "Web Server Role (IIS)" page. Then click "Next" to enter the
"Select role services" page.

9. Inthe "Select role services" page, refer to Figure 6-5 to only select necessary services.
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&y Add Roles and Features Wizard — ] bt

DESTINATION SERVER

Select role services WIN-OKSNOHERPYT

Select the role services to install for Web Server (IIS)

Before You Begin

Installation Type Role services Description
Server Selection 4 Web Server provides support for
| Common HTTP Features HTML Web sites and optional support
4 Health and Diagnostics forASE.NFF, ASP, and Web server
HTTP Logging extensions. You can use the Web
Custom Logging Server to host an internal or external
- Logging Toals Web site or to provide an envirenment
Role Services ODBC Logging for developers to create Web-based
Confirmation Request Monitor applications.
Tracing
| Performance
I Security
4 Application Development

[] .MET Extensibility 3.5
NET Extensibility 4.7
Application Initialization
Asp
[] ASP.NET 2.5
ASP.NET 4.7
cal
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSocket Protocel
4 [ ] FTP Server
] FTP Service
[] FTP Extensibility
I Management Tocls

< Previous | | Mext = Install

Figure 6-5 "Select role services" Page

10. Click "Next" to enter the "Confirm installation selections" page. Check the features and
services to be installed.

11. After confirming that there is no error, click "Install” to start installing the selected features
and services and restart the computer according to the prompts.
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Section 7 Install the Browser

In the "Tools" folder under the i-OMC installation package directory, the Chrome browser
installation program is provided. Double-click on the installation program to run it and follow the
software installation wizard to complete the installation of the Chrome browser.
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Section 8 Checklist

After Windows Server 2019 has been installed completely, you can check each of the proprieties

settings according to the items in the following table.

Table 8-1 Check list

Setting items

Setting result

Notes

Driver programs

Main broad driver and integrated
components drivers

Drivers for other components

All of them has been installed

User accounts

Change password policy

Turn off the complexity
requirements of password

Enable Administrator account
settings

The password of administrator
account never expires

Set automatic logon

Display properties

Theme setting

Default theme Windows

Desktop icons

Computer, Network and
Recycle Bin

Screen saver setting

None

Screen resolution

19” monitor: 1280 * 1024
pixels(recommended)

20” monitor: 1600 * 1200
pixels(recommended)

22” widescreen monitor: 1920 *
1080 pixels(recommended)
24” widescreen monitor: 1920 *
1080 pixels (recommended)

ClearType Text Tuner Turn off ClearType -
Aero Shake window minimizing
Turn off -
mouse gesture
StickyKeys and Keyboard Shortcut Turn off -
ToggleKeys

Taskbar and start
menu properties
setting

Taskbar appearance

Select: Lock the taskbar

Time Settings

Short time: HH:mm

System and
Security

Time Long time: HH:mm:ss

Short data: M/dlyyyy -
Data Long data: dddd, MMMM d,

Yyyy
Turn off the display Never -
Allow wake timers Enable -
Firewall Turn off -
User Accounts Control Settings Never -
User Accounts Control: Run all
administrators in Admin Approval | Disabled -

Mode

Visual effects

Adjust for best performance
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Setting items Setting result Notes
Set sizes of Initial size and
Virtual memory Maximum size both as i
3000MB (4000MB when the
RAM is larger than 2GB)
Auto-update Never check for updates -
Windows Defender Antivirus Turn off -
Turn off Autoplay Enabled -
Windows Update -
Internet Connection Sharing -
Service Remote Desktop Services Disabled -
Windows Defender Firewall -
Windows time -
Flow Control Disabled -
Rename: Information Network | Fit for VisualField
IP: 172.30.X.Y software packets
Local Connection Fit for

Network properties
setting

Rename: Operation Network

AdvanTrol-Pro

Local Connection 2

IP: 128.128.5.X
software packets
Rename: Network A Fit for VisualField
IP: 172.20.X.Y software packets
Fit for

Rename: Network A

AdvanTrol-Pro

Local Connection 3

IP: 128.128.1.X
software packets
Rename: Network B Fit for VisualField
IP:172.21.X.Y software packets
Fit for

Rename: Network B
IP: 128.128.2.X

AdvanTrol-Pro
software packets

Startup and

Write debugging information

Select “Kernel memory dump”

Recovery

Remove unnecessary features and services. Only select ".NET
Svstem Framework 4.7 Features" (only select "ASP .NET 4.7" and "TCP
Pﬁrification Port Sharing" in "WCP Services"), some of features and services in | -

"Web Server (11S)", "Internet Printing Client", and "SMB 1.0/CIFS
File Sharing Support" (select all sub-features).

Install the browser

The Chrome browser has been installed using the installation
program provided in the i-OMC installation package.
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Section 9 Revision

Table 9-1 Retrofit list of the version

Document Version

Applicable Product Version

Remarks

V1.0 (20201119)

Windows Server 2019 Standard (64-bit)

The first version.

V1.1 (20230322)

Windows Server 2019 Standard (64-bit)

Modify the storage capacity of drive C in
the list of disk partitions to 102400MB.
Add the descriptions of the system
purification settings.

Add descriptions of installing the Chrome
browser.

Modify the checklist and add checking
items for system purification and installing
the browser.

Update the figure of the flow for the
installation of Windows and add steps for
system purification and installing the
browser.
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